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AHHOTANHSA

OHI/IpaSICL Ha Me)KL[I/ICHI/IHJ'II/IHapHHﬁ aHaJIu3 IPpoOU301LIO (bOpMPIpOBaHI/Ie NEepeUHA, KaCarolunxcsa puCcKoB 0es3-
OIIaCHOCTHU I/IH(l)OpMaHHOHHoﬁ JCATCIIBHOCTHU 0aHKOBCKHUX 0pFaHH3aHHI>ll.

Takue COCTaBJIAIOMINUE BIIOJITHE MOT'YT OBITH UCIOJIB30BAHBI C LCJIbIO MOCTPOCHUSA MOACIN YI'pO3 AJIA MHOTHUX
0aHKOB. MO)ICJ'II/I Yrpo3 B OCHOBHBIX MCTOJUKAX MO OLECHKE KOJIMYECTBESHHOM 3(1)(1)6KTI/IBHOCTI/I CHUCTEM, OTHOCH-
mXCs K I/IH(l)OpMaHI/IOHHOfI 6630HaCHOCTI/I, a TaKK€ B OLICHKAaX BJIMSIHUA CTCIICHU I/IH(l)OpMaHHOHHOﬁ 0e30macHo-
cTH Ha 3()(HEeKTUBHYIO eI TETHHOCTh OAHKOBCKUX OpPTaHU3aIlII.

B nanHO# cTaThe pazoOpana HayIHO-TIPAaKTHUECKOE 3HAYCHHE IO pa3pabOTKe METOOB OIICHKH POJIH, a TAKXKE
3HAYCHHS CUCTEM 0 HHPOPMAIIMOHHON 6e30ImacHOCTH. B TOIHOM Mepe pacKpBITH Kak coAep:kaHue, TaK M CYII-
HOCTB CYIIECTBYIOWIEH CBSI3H, Kacaromencs 3 eKTHBHOCTH e CTBHI OaHKa, a Tarke MPUHUMAEMBIMHA MEpaMu
0 MHPOPMALTHOHHOW 6E30ITaCHOCTH.

Ocoboe BHUMaHIE 06pameH0 Ha 00BEKTHBHOCTH OLICHOK pUCKa, KOTOPbIC CIIOCOOHBI IIO3BOJINTH HE TOJIBKO
BBICTPOUTH CUCTEMHO PadOTy B 0AaHKOBCKOH c(epe, Kacarouyocsi HHPOPMAIIMOHHON 0€30MaCHOCTH, HO TaKXe
MPUBJICYL 0CO00C BHUMAHUE PYKOBOAIIUX JOJDKHOCTEH 3TOro OaHKa K JaHHOMY Bompocy. Benb co3mnanue 3¢-
(heKTHBHBIX CHCTEM 110 MH()OPMALMOHHOM 0€30MIaCHOCTH B HAILIM JTHU HYX/IAeTCs Kak B (DUHAHCOBOM MOJ/IEPIKKE,
TaK U B TIOJJIEPIKKE, UCXOMSIIEH CO CTOPOHBI yUpeauTeneit 6aHka, a Takxke IpyruxX pyKOBOAUTENEH, TUPEKTOPOB,
OpPraHoB I10 UCIIOJIHCHUTO.

Annotation

Based on an interdisciplinary analysis, a list was compiled concerning the security risks of information activ-
ities of banking organizations.

Such components may well be used to build a threat model for many banks. Threat models in the main meth-
ods for assessing the quantitative effectiveness of systems related to information security, as well as in assessing
the impact of information security on the effective operation of banking organizations.

This article discusses the scientific and practical importance of developing methods for assessing the role, as
well as the importance of information security systems. Both the content and the essence of the existing connection
regarding the effectiveness of the bank's actions, as well as the measures taken on information security, are fully
disclosed.

Special attention is paid to the objectivity of risk assessments, which are capable of allowing not only to
systematically work in the banking sector regarding information security, but also to draw special attention to the
management positions of this bank on this issue. After all, the creation of effective information security systems
today needs both financial support and support coming from the founders of the bank, as well as other managers,

directors, and enforcement agencies.

KuroueBbie ciioBa: 6e30mMacHOCTh, OaHKOBCKas cdepa, prHaHCH, 3()()EeKTUBHOCTD, YCTOWYHBOCTD, ITOKa3a-
TCJIN, OKCIIEPT, OPUCHTUPDBI, ACATCILHOCTD, I/IH(l)OpMaLII/ISI, CYIIHOCTB, MpOorpamMmma, KoJIm4eCcTBo, I/IH(l)OpMaTI/IBaLII/Iﬂ,
CIIEHUAINUCT, HCTOYHHUK, CUCTEMA, CTOUMOCTD, aHAJIU3, r[p06neMa, JOJIZKHOCTB.
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Heo6xoauMocTh oeHKH 3Q)(PeKTHBHOCTH Mep
HHPOPMAIMOHHOI 0€30MacHOCTH

MHorue crienuanncTel 0aHKOBCKOH cepsl yTBep-
JKNAIOT, YTO HAJIWYME B KPEAMTHOM OpraHu3aluu CH-
cTeM MH(OpMaMOHHOI 0€30MaCHOCTH SIBIISIETCS BAX-
HBIM TapaMeTpoM, 3TO IPOUCXOAUT HM3-32 TOTO, YTO
puCKH HMH(POPMAIMOHHONH 0€30MacHOCTH CIIOCOOHBI
3HAYUTENBHO 3aTPYAHUTh OaHKOBCKYIO AEATEIBHOCTD.
Hapsiny ¢ 3TuM, B HalllM THH OCTAETCS OTKPBITHIM BO-
MpOC, KACAIONIMKCS OOJHMKY CHCTEM, €ro COCTaBe U
MPOTrPaMMHOI0 00ECHEeYEHHs], TaK KaK CTOUMOCTh CH-
cTeM MH(POPMAIMOHHON 0€30IacHOCTH CHOCOOHO 10-
cTuraTh mnopsaka 20 MpOIeHTOB CTOMMOCTH BCEH WH-
(hopmanMoHHON CUCTEMBI OaHKa.

VY4uTeIBas 3TO, MOXHO yTBEpPXKIaTh, YTO CO3/a-
HHE cUCTeM MH()OPMALMOHHOM 0e301acHOCTH TpedyeT
3HAYUTENbHBIC (DUHAHCOBBIC BIIOXKEHHS, a 3TO B CBOIO
ouepelb JOJDKHO ObITh 0OOCHOBaHO HaJIEkKaluM 00-
pa3oM B BBILIECTOSIIMX UHCTAHIMAX. B coBpeMeHHOM

MHpE JIaHHBIH METO]] apryMEHTHPOBAHUS CIIEIHaIH-
cTaMu HH(POPMAIMOHHOK 6e30macHOCTH OaHKOB IpaK-
THYecKH oTcyTcTBYyeT. Co3anue OlopKeTa mojpasie-
JeHnit nHQOPMaMOHHOM 0€30I1acCHOCTH, a TaKXe IM0-
CTPOCHHE CHCTeM HWH(OPManNOHHOH Oe30MacHOCTH
TIPOM3BOINTCS, TPAKTUUECKH BCET 1A, HE BHUKAS B IITy-
OOKMIi HAyYHBIH aHAJH3.

OObyHO, (hPMHAHCOBBIE BO3MOXKHOCTH OaHKa,
OTIBIT MCTIOJB30BaHUS CHCTEM MH()OPMAIMOHHON 0e3-
OIIACHOCTH, KOMIIETEHIIMH PYKOBOJSIINX JOIDKHOCTEH
ciry’)k0 0e30macHOCTH, a TaKXKe PEKIAMHBIC YCHIIHS
KOMIIaHHWH, MPOJIBUTAIOIIHE CUCTEMbl HH(POPMAIHMOH-
HOW 0€30MacHOCTH Ha PBIHKE, SIBISIOTCS OIMPEACIISIO-
IIMMH. YYHUTBIBas IIHUPOKOE PACHPOCTPAHEHHE MPO-
OneMbl HH(POPMAIIMOHHOW 0E30MacHOCTH, B HAYYHBIX
HCTOYHMKAX MpoOjIeMa KOJIMYECTBEHHOH OLCHKH Mep
BIMSIHUA MH(OPMALMOHHOM Oe3omacHocTH Ha 3ddek-
THUBHOCTb JIEATEIILHOCTH OaHKOB HE Halula MIHPOKOTro
OCBEIICHUS.
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[Ipexxne geM co3aath cucTeMy HHGOPMAITMOHHOK
Oe3omacHOCTH OaHKa, HEOOXOIWMO CHeNaTh OIEHKY
3(h(EeKTUBHOCTH ee MPEACTOSINeiH AeATeIFHOCTH II0
napameTpy «3(ppeKTHBHOCTH — CTOMMOCTBY. DTO MPO-
HCXOAMT I10 IPHYNHE TOTO, YTO APXUTEKTypa, OCHAIIIE-
HHe TexHuKH, [10, a Takke caMa CTOMMOCTb CHCTEMBI
nHpopManMOHHON  0€30MacHOCTH  PErMOHANBHOTO
Oanka u OaHka, MMelollero QeaepaibHOE 3HAUCHHE,
OyIyT 3HAUMTEIBHO pa3nuuaTbesi. B nmaHHOW CBS3M
TaKKe BAXKHBIM SBIISIETCS (DaKT CO3aHHS METOAWKHU
oneHkH 3¢ deKTHBHOCTH cUCTEMBbl HH(POPMAIMOHHOMN
6e3omacHOCTH.

AHaJIM3 PUCKOB UH(POPMALIMOHHOM 0e3011acHO-
CTH

Omnwmpasice Ha Metoauky LIb P®, xotopas xaca-
eTcsl OIIEHKH PHUCKOB HapyHIeHUS HH(OpMannoHHOM
oe3omacaoctu (PC BP MBBC-2.2-2009), BoImeneHbr 7
TPy, KOTopble HacyuThIBaloT 40 puckoB HH(OpMa-
IIMOHHOW 0€30MacHOCTH, KOTOPhIE B CBOIO OYepeb 3a-
BUCAT OT Pa3IMYHBIX PUYUH W )K€ HCTOYHUKOB BO3-
HUKHOBEHHUSL.

[Tpu popmupoBaHuM mEpedHs: pUCKOB HHpOpMa-
IIHOHHON 0€30IacHOCTH, TPeOyeTCsl YUHUTHIBAThH (hak-
TOPBI, CIIOCOOCTBYIOIME CO3AaHHIO PUCKOB, a TaKKe
BIHSIONINX Ha ypoBeHb 3amuThl nHpopMmanuu ([OCT-
P 51275- 99 «3amura nadopmarun. O0vekT HHDOP-
Matu3anuu. GakTopsl, Bo3AEHCTBYONMINE HAa HHOPMa-
IIMI0»), a OHH B CBOIO OYEpenb, I'PAAUPYIOTCS Ha
KJIacChl: OOBEKTHBHBIE U CYOBCKTHBHBIC, BHYTPCHHHUE
Y BHEILIHHE.

Bo Bpemst peieHus 3a71a4 ¢ HeJbi0 00eCeYeHns
nH(opManMoHHO# 0e30macHOCTH, 00ecIeYeHu0 0e3-
OIaCHOCTH MEPCOHANBHBIX JaHHBIX NPUAAETCS 0c000e
3Ha4YeHHe, KOTOPbIC JIENSTCS Ha 4 KaTeropuu B COOT-
BeTcTBHH ¢ DenepalibHbIM 3aKOHOM «O MEepCOHATBHBIX
JTAHHBIX»:

1. mepcoHanbHBIE JAHHBIE, KacalOIIUECs paco-
BOM, HAI[MOHAJIBbHON IPUHAAJIEKHOCTH, ITOTUTHYECKUX
B3TJIAJIOB, PEIMTHO3HBIX U QMIOCOPCKUX YOSIKICHUH,
COCTOSIHHS 3/10pOBbS, HHTUMHOM *KN3HH;

2. TIepcOHaNIbHbIC JJAHHBIE, TO3BOJISIONINE UICH-
TUGUIUPOBATH CYyObEKTa HEPCOHAIBHBIX ITAHHBIX H 110~
JIY4UTh O HEM JIOTIOJTHUTENIbHYI0 HH)OPMAIIHIO;

3. mepcoHaNbHbIEC JaHHbIE, TO3BOJISIOIIUE UICH-
TU(UIMPOBATH CYOBEKTa IEPCOHATBHBIX JaHHBIX;

4, obe3nuueHHBIC WM OOIIEAOCTYITHBIE TePCO-
HaJIbHBIC TaHHBIC.

CornmacaHo OTpacieBoil YaCTHOM MOJENH Yyrpo3
0e30MacHOCTH TIepPCOHANBHBIX JaHHBIX (Pexomenna-
uu Llenrpansaoro banka Poccuiickoit @eneparin PC
BP UBBC-2.4-2010), 3TH puCKH KIacCUPHUIHPYIOTCS
T10 HAIIPaBJICHHUSM HJIH )K€ 00BEKTaM BO3IEHCTBHSI.

3akJilouenue

Onupasich Ha TUCHUIIMHAPHBII aHaIN3, pa3pado-
TaH IepedyeHb, KOTOPBIH cocTouT u3 50 puckoB HHGOP-
MalMOHHOH Oe3omacHocTH. JlaHHbII epeyeHb MOKHO
UCIIONIb30BaTh B MPAKTHYECKOH NESTENFHOCTH OaHKa,
TaKk KaK HeHTpamm3amus PHCKOB WH(POPMAIMOHHOW
0€30MacHOCTH COCTABISIET CYIIHOCTD, a TAKXKe COIep-
YKaHWe TIporecca odecriedeHnss MHPpOPMaIMoHHOH 6e3-
OTTaCHOCTH OaHKa.

Ha ocHOBe maHHOTO mepeyHst TaKkkKe MOTYT OBITh
c(OPMHIPOBAHBI K MOJICITU YTPO3, ONMMPAsCH Ha aHAIH3
KOTOPBIX, OCYIECTBIISICTCS TIOCTAHOBKA 3a/1a4 JUIsl CO-
3MaHUsT CHUCTEM HWH(POPMAIMOHHONW 0e30MacHOCTH.
Taxoke, mepedeHb KOHKPETHBIX PUCKOB, BO3MOKHO, MC-
TOJIb30BAaTh BO BPEMs OLICHKH BJIUAHUA MIPUHUMACMBIX
Mep HHGPOPMAIMOHHOW Oe3omacHOCTH Ha 3(dekTus-
HOCTB JIeATEITFHOCTH OaHKa.

BankoBckas cdepa sBIsSeTCS TIABHBIM 3aKa3dH-
KaM CHCTeM HH()OpMAIMOHHON 0e30IacHOCTH, BEIb
0aHK — 9TO MPaKTUIECKas caMasi 9acTO MPUHUMATOIIAs
Ha ce0s yJapsl MOIIIEHHIKOB M XaKepoB cepa deroBe-
YEeCKOH e TeTFHOCTH B COBPEMEHHOM MHpeE.
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